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National Archives and Records Administration 
Office of the Inspector General 

Sent electronically 

8601 Adelphi Road, Suite 1300 
College Park, Maryland 20740 

March 6, 2009 

Re: Your FOIA request for various OIG records dated December 1, 2008 (OIG FOIA 09-10) 

This is in response to your letter of December 1, 2008 requesting "the first 20 pages of NARA OIG 
Report 06-08," "the list of all NARA OIG Management Letters in 2006, 2007 and 2008," "the 
Management Letter on concerns focusing on the security and handling of classified holdings 
received, maintained and shipped by a NARA facility," and "the written procedures 
handbook/manual for the Archival Recovery Team." I have reviewed the responsive records 
controlled by the Office of the Inspector General (OIG) at the National Archives and Records 
Administration (NARA), and am providing you with an interim response. 

As for OIG Report 06-08, no such report was ever published. The work done under that tracking 
number was finalized too late for publication in FY06, but was subsequently published as OIG Audit 
Report 07-01. A redacted copy of this report is available online at 
http://www.archives.gov/oig/pdfi'audit-report-07-01.pdf. Some portions of this report have been 
redacted under FOIA Exemption b(2). 

A list of all audit reports and management letters for FY06, FY07, and FY08 is attached. 
Additionally, a list of management letters originating in our Office oflnvestigations from 2004 
through 2008 is also attached. 

I am continuing to work on a response to your request for "the Management Letter on concerns 
focusing on the security and handling of classified holdings received, maintained and shipped by a 
NARA facility" and hope to have a response soon. However, I did not want that work to delay the 
rest of this information from getting to you. 

Finally, there is no "the written procedures handbook/manual for the Archival Recovery Team." As 
such, no records can be provided. 

While your request has been granted substantively, you have the right to administratively appeal the 
denial of the redacted material by writing to the Archivist, National Archives and Records 
Administration, 8601 Adelphi Road, College Park, MD, 20740, within 35 calendar days of the date 
of this letter. If you choose to appeal, your appealletter and its envelope should be clearly marked 
"Freedom of Information Act Appeal," and you should explain why you believe NARA should 
release the withheld information. 

NARA 's web site is http://www.archives.gov 



If you have immediate questions, you may contact me directly at 301-837-1966 or 
john.simms@nara.gov. Thank you for contacting the National Archives and Records Administration 
Office of Inspector General. 

Sincerely, 

John M. Simms 
Counsel to the Inspector General 
National Archives & Records Administration 

Enclosure 

NARA 's web site is http://www.archives.gov 



FY 06 Audit Reports 

Rpt No. Report Title Issue 
Date 

06-01 Audit ofNARA's Network Perimeter 12/15/05 
06-02 Audit of Modifications Made to the Performance-Based Task Order for ITSS 10/12/05 
06-03 Management Letter: Security Over Holdings in Stack Areas in Archives I 10/21/05 
06-04 Audit of the NARA Loan Program 12/20/05 
06-05 Flawed Contractor Performance Work Statement Audit 10/26/05 
06-06 FY 2005 Audit ofNARA's Consolidated Financial Statements 12/9/05 
06-07 Evaluation of NARA's Management Control Program for FY 2005 12/21/05 
06-09 Review ofNARA's Information Security Program 9/9/06 
06-10 Evaluation ofNARA's Affiliated Archives Program 9/9/06 
06-11 Audit of System Administrator Rights and Controls 9/27/06 
06-14 OIG Monitoring of the Novell Netware/Groupwise Upgrade Project 6/20/06 
06-15 OIG Monitoring of the Novell Netware/Groupwise Upgrade Project 9/11/06 



FY 07 Audit Reports 

Rpt Report Title Issue 
No. Date 

07-01 Audit of Management Controls for Safeguarding NARA's Specially 10/12/06 
Protected Records and Artifacts Stored in Secured Stacks, Vaults, and 
Safes 

07-02 Review of Archives II File Server Disk Space Utilization 12/4/06 
07-03 Suitability Determination of Contract Employees Audit 11/28/06 
07-04 Audit ofNARA's Hurricane Katrina Related Mission Assignments 11/20/06 
07-05 Audit ofNARA's FY 06 Financial Statements 12/6/06 
07-06 Audit of the Processing of Records Accessioned into NARA 2/28/07 
07-07 Evaluation ofNARA's FY 2006 Management Control Program 2/27/07 
07-08 Audit ofNARA' s Energy Usage 5/7/07 
07-09 Peer Review of Farm Credit Administration's Audit Operations 4/30/07 
07-10 Review of Selected Security Aspects ofNARA's Computer Network 7/2/07 

Environment 
07-11 The Electronic Records Archive Program Requires Independent, 7/13/07 

Objective Oversight 
07-12 Contingency Planning for Information Technology Systems 9/20/07 



FY 08 Audit Reports 

Rpt Report Title Issue 
No. Date 
08-01 Audit of the Process of Safeguarding and Accounting for 10/26/07 

Presidential Library Artifacts 
08-02 Audit ofNARA's Purchase Card Program 11/14/07 
08-03 Clifton Gunderson Audit ofNARA's FY 2007 Financial 11/20/07 

Statements 
08-04 Audit of NARA's Development of the Holdings Management 3/11/08 

System 
08-05 Audit ofNARA's Compliance with FISMA for FY 2007 3/20/08 
08-06 Audit ofNARA's FY 2007 Management Control Program 3/7/08 
08-07 Researcher ID Program Audit 4/24/08 
08-08 Review of Electronic Records Archives Contract' Direct Labor 6/10/08 

Costs 
08-09 Audit of Management Controls Over Accounting for Lost Property 8/14/08 
08-10 Audit of the FDCC 8/27/08 
08-11 Audit of ERA Subcontractor Costs 
08-12 Mgmt Letter: Update on Conditions of the Museum Collection at 8/12/08 

the Ronald Reagan Presidential Library 
08-13 Audit ofNARA's Central Receiving Function 9/29/08 
08-14 Mgmt Letter: Work-at-Horne System Project 9/4/08 
08-15 Clifton Gunderson, Review of PII 9/29/08 
08-16 Mgmt Letter: Security Response at A-1 9/30/08 



NARA-OIG 
Office of Investigations 
Management Letters 

1) July 25, 2005: Management Letter 05-22: NARA's Ability to Inspect Employee's 
Personal Property 

2) October 21, 2005: Management Letter 06-03: Security Over Holdings in Stack 
Areas 

3) February 22, 2006: Management Advisory Letter 06-013-1: Suitability of 
Employees Handling Federal Records 

4) June 19, 2008: Management Letter 0108-01: Historical Records Discarded in 
Trash 



NARA OIG FOIA 09-10 Response 

John Simms <John.Simms@nara.gov> 
Mon 3/23/2009 10:04 AM 

® 2 attachments (284 KB) 

NARA OIG FOIA 09-10 Response.pdf; NARA OIG FOIA 09-10 Response Letter.pdf; 

Here is the rest of our response to NARA OIG FOIA 09-10. This supplements our interim 
response sent to you on March 6, 2009 and these two responses together fully respond to 
your request. Please let me know if you have any questions. Thank you. 

Respectfully, 

John Simms 
Counsel to the Inspector General 
National Archives and Records Administration 
301-837-1966 
john.simms@nara.gov 

about:blank?windowld=SecondaryReadingPane1 1/1 



National Archives and Records Administration 
Office of the Inspector General 

Date : January 9, 2009 

Reply to 

Attn of Office of Inspector General (OIG) 

8601 Adelphi Road, Room 1300 
College Park, Maryland 20740-6001 

subject Management Letter OI 09-01: Management of Classified Information at the Washington 
National Records Center 

To Adrienne Thomas, Acting Archivist of the United States 

The purpose of this Management Letter is to formally advise you of the unacceptable and 
potentially dangerous status of classified records management and storage at the Washington 
National Records Center (WNRC) in Suitland, Maryland. Based on NARA's wide-variety of 
classified holdings, it has been the position of NARA, as well as the OIG, that the National 
Archives is a national security agency. As such, issues outlined in this letter describe an 
ongoing failure at WNRC to protect some of the most sensitive information produced by the 
Federal Government. 

This office applauds and supports recent efforts initiated by NARA to resolve existing issues 
at WNRC. However, there exists a need for this agency to take appropriate measures beyond 
those presently in place. The success ofNARA's mission demands creative, thoughtful, and 
systemic change at Suitland paired with a long-term goal of operational relocation to a more 
suitable facility. 

The following timeline illustrates the systemic nature of the issues facing WNRC: 

• In 1998 and 2004, WNRC conducted inventories of its classified holdings. Both 
inventories revealed missing classified records. According to what WNRC staff can 
recall, only minimal if any corrective measures were taken. These findings, and the 
responsive actions taken, were not reported to NARA entities outside of WNRC or to the 
affected agencies. 

• In June 2006, an Information Security Oversight Office (ISOO) Assessment reported that 
in early 2006, 187 boxes of CONFIDENTIAL and SECRET records, and 2 boxes of TOP 
SECRET records held at WNRC were unaccounted for. No documentation was available 
to indicate that an inquiry into the potential loss of classified material was done. 
Additionally, no records have been found to indicate the equity holders were so informed. 

• A 2006 WNRC internal report - f, ( J..) --- revealed 1,857 boxes of classified 
records, including 30 TOP SECRET were missing. 

The NARA Office of Inspector General web site can be found athttp://www.archives.gov/oigl 



• In 2007, more than 6,000 boxes of classified material stored by NARA were reported to 
the OIG as missing. After a lengthy internal inventory, many of these materials were 
accounted for, but a remaining 180 boxes of TOP SECRET and/or Restricted Data 
(TS/RD) materials have not been found. An OIG investigation was opened to determine 
the status of this TS/RD material. This investigation remains ongoing. 

• In December 2007, approximately 12 boxes of SECRET records were left in an unsecured 
hallway at WNRC. 

• In January 2008, WNRC shipped classified records to the wrong Federal office. 

• In March 2008, a box of SECRET records from WNRC was found at AU in an unsecured 
area. It was neither known nor documented as to how those records got there. 

• In May 2008, SECRET records were found on an employee's desk in an unsecured area at 
WNRC. 

• In October 2008, documents from a classified system of records were found in the trash in 
a secure vault at WNRC. 

• In December 2008, an inventory of WNRC's vault, excluding TS/RD material, was 
completed. This inventory could not account for 2,759 boxes of material. Whereas the 
vault co-mingles classified with unclassified material, it is not known as of this writing 
how many of these boxes contain classified material. 

Based on preliminary findings in our ongoing investigation into missing classified material at 
WNRC, a number of security issues become apparent. During the course of our investigation, we 
have learned that: 

1) A comprehensive and thorough Standard Operating Procedures manual for the 
vault at WNRC does not exist; 

2) There is no coordination or consistency among all NARA records centers holding 
classified material; 

3) There is co-mingling of classified with unclassified records, the segregation of 
which is viewed as unaffordable; and 

4) The aforementioned issues, as well as others not detailed herein, will likely be 
exacerbated with the ongoing arrival of some 5,000 boxes of classified material 
from -1, ()..)-, which began in September 2008. 

The multitude of issues and incidents described above illustrate an unacceptable stature for any 
national security agency. NARA is the custodian of the nation's most sensitive materials. The 
status quo at WNRC fails to adequately serve NARA's customers, the taxpayers, or national 
security. 

2 
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While recent efforts to resolve WNRC's ongoing issues are and should be applauded, a 
fundamental and paradigm shift in how WNRC operates is necessary. Such a shift should 
incorporate new policy, new personnel, new facilities, and a new mindset. Necessary resources 
and related funding should be quantified and both short- and long-term strategies defined and 
presented to appropriate entities to include the Congress and the Executive Branch. The 
challenges faced at WNRC present no small obstacle. However, if NARA is to truly be a 
"national security agency" and provide the Federal Government with safe, secure, and accessible 
classified storage facilities, then this challenge must be met with an aggressive and overarching 
approach. 

Please advise me within 30 days whether you concur with this interpretation, and if so, what 
action has been or will be taken. 

Should you have any questions after you have had an opportunity to review this management 
letter, please e-mail me or Ross Weiland, AIOI, or call us at (301) 837-3000. 

3 
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NOTE: Portions of this Audit Report revealing sensitive internal agency information, the 
disclosure of which would risk circumvention of an agency regulation or statute and 
increase NARA 's potential vulnerability to some form of outside interference or harm 
have been redacted. 

AUDIT OF MANAGEMENT CONTROLS 
FOR SAFEGUARDING NARA'S SPECIALLY 
PROTECTED RECORDS AND ARTIFACTS 
STORED IN SECURED STACKS, VAULTS, 

AND SAFES 

Audit Report No. 07-01 

October 12, 2006 



OIG Audit Report #07-01 

EXECUTIVE SUMMARY 

The National Archive s and Records Administration (NARA) Office of Inspector General 
(OIG) audited NARA's management controls for safeguarding specially protected 
records and artifacts stored in secured stacks, vaults, and safes. The objective of the audit 
was to determine whether controls were adequate to properly safeguard specially 
protected records and artifacts. NARA defines "specially protected records and artifacts" 
(SPRAs) as records and artifacts having considerable historical, intrinsic, legal, and/or 
monetary value, and are at the greatest risk of theft, especially for resale, that requires 
special protection. Currently, SPRAs are stored at NARA's College Park facility 
(Archives II), Presidential libraries, and records centers throughout the country. 

We found that while NARA has established management controls at all locations 
included in our review, these controls were not always adequate to safeguard and secure 
SPRAs. Therefore, these items were at risk of loss or theft. Specifically, our audit 
disclosed the following: 1 

• not all SPRAs have been identified; 
• a complete list of SPRAs was not main:_~ed_lJy the . /J ~ 

• access f6 records . meeting the definition of SPRAs was not restricted to 
authorized archives operational staff; 

• annual inspection procedures for large record series were inadequate to identify 
lost or missing documents; 

• annual inspections of· SPRAs were either not performed or not performed 
adequately. 

The report contains five recommendations addressing our findings. Upon adoption, these 
recommendations will address internal control deficiencies defined in the report. 

1 Attachment A depicts NARA locations reviewed and weaknesses noted. 

1 
National Archives and Records Administration 



OIG Audit Report #07-01 

BACKGROUND 

Archives 1400, Chapter 8, Security Procedures, documents safety and security 
procedures for records in the Office of Records Services - Washington, DC (NW) 
custody and 8 defines SPRAs as records and artifacts that are not security-classified but 
have considerable historical, intrinsic, legal, and monetary value. NARA procedures 
require SPRAs to be maintained in secured stack areas, vaults, or safes. At a minimum, 
these areas must have combination locks with access to the secured stack areas, vaults, or 
safes restricted to designated staff Staff entering the stack or vault, or opening the safe 
must sign in and out on NA Form 14094, Specially Protected Areas Traffic Sheet. Lock 
combinations are changed when an authorized staff member leaves the unit or no longer 
needs to know the combination. A designated staff member must accompany other staff 
members working in the specially protected area. Annual inspections are to be performed 
by teams. The inspections, at a minimum, must include 25 percent of the artifacts and 
unique record items that are not part of a larger series and 5 percent of documents 
randomly selected, in each series. 

NW 2004-11, Access to SPRAs in NW Custody, issued on May 14, 2004, superceded 
procedures in Archives 1400, Chapter 8, paragraph 43 and required that work in a 
specially protected stack, vault, or safe involve at least two staff members, one of whom 
is designated to receive the combination to the stack, vault, or safe. In addition, unit 
heads must submit a list of designated holders of combinations to specially protected 
areas to the Director of NW Operation Staff (NW A) by July 1 of each year so that the 
Deputy of NW can confirm designation status and update status information in the 
Security Management Branch (NASS). 

The Office of Regional Records Services (NR) memo NR04-040, Increased Security 
Storage for Records of High Value, directed Regional Administrators to withdraw 
records with high value from regular storage areas and place them in a locking safe, 
secure vault, or cage area. The Regional Administrators and archival operations directors 
designate staff members to receive the combination or key to the stack, vault, or safe 
containing high value records. The memo required at least a two· member team, one of 
whom is designated to receive the combination or key to the stack, vault, or safe, to work 
with the documents. 

The Office of Presidential Libraries (NL), Presidential Libraries Manual, Libraries 1401, 
contains security and inventory procedures for SPRAs held by Presidential libraries. As 
authorized by the Director, staff members are permitted in archival storage areas to 
perform their official duties. Keys, swipe cards, and combinations to archival storage 
areas are issued to library personnel only when their duties require frequent admittance to 
those areas. Libraries 1401 does not require two people to be present when working in 
SPRAs storage areas. An authorized staff member is permitted to work alone with 
SPRAs. The cleaning staff may enter archival storage areas to perform their normal 
duties during office.hours when a library staff member is present Libraries 1401 
requires Presidential libraries to annually inventory valuable items subject to theft. The 

2 
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OIG Audit Report #07-01 

inventory is to be conducted by a two person team during the first quarter of each fiscal 
year. 

SPRAs normally stored at the National Archives Building in Washington, DC, were 
stored in the vault at Archives II at the time of our review because the storage area in the 
National Archives Building in Washington, DC, was undergoing renovations. Access to 
the vault was limited to NW employees. 

Objective, Scope, and Methodology 

The objective of the audit was to determine whether management controls are adequate to 
properly safeguard SPRAs stored in secured stacks, vaults, and safes. Specifically, the 
audit assessed whether NARA is adequately identifying, controlling, and restricting 
access to specially protected items. · 

We examined secured stack areas, vaults, and safes; reviewed procedures in place to 
restrict access to authorized staff; traced items on the high value inventory list to the 
secured stack areas, vaults, and safes; traced items in the secured area back to the 
inventory list; and interviewed NARA headquarter staff at NR, NL, and Office of 
Records Services - Washington, DC, Access Programs (NWC). In addition we visited 
and interviewed staff at: 

• . Access Programs, __ 
Maryland; 

, (NWC _ _ ) at College Park, 

• Access Programs,~ 
Maryland; 

i(NW< ) at College Park, 

• Access Programs, 
Maryland; 

.(NW , at College Park, 

• Access Programs, 
Maryland; 

·(Nw 

• 
• 
• 
• 
• 
• 
• 

(NW ), Washington, DC; 
,Region_ !Archival Operations (NR -

Region Archival Operations (NR 
Region Archival Operations (NF 

Presidential Library (NL 

: Presidential Library (NL 

} at College Park, 

The auditor used judgmental sampling in selecting items to trace between the inventory 
documentation and items stored in secured locations. The audit was performed in 
accordance with generally accepted government auditing standards. 

3 
National Archives and Records Administration 



OIG Audit Report #07-01 

Findings 

Not all Archival Records have been Reviewed for SPRAs 

The current process for identifying SPRAs does not ensure that these items will be 
identified. Because of time, resource, and budget constraints management has elected to 
use a process that does not ensure that all SPRAs will be identified. NARA regulations, 
Archives 1400, Chapter 8, Security Procedures, NR04-040, Increase Security Storage for 
Records of High Value, and Libraries 1401, Chapter 8, Preservation and Security requires 
management to review its records, pull out SPRAs, and secure these records and artifacts. 
However, if all archival holdings have not been reviewed for SPRAs, staffs cannot give 
assurance that all of their SPRAs have been identified and stored in a secure location to 
prevent theft or loss. 

The current process for identifying SPRAs requires the archivist to make a determination 
of the likelihood that records contain SPRAs when they are accessioned into NARA. 
Archivists review the accession documentation, open the boxes, and review by folder 
topic the contents of the boxes. Accessions determined likely to contain SPRAs are 
given priority for a detailed review. Accessions determined unlikely to contain SPRAs 
are given a lower priority and filed in the archival stacks. Unless a request is made for 
the lower priority records by a researcher or preservation, microfilming, digitizing, or 
other work is scheduled, a detailed review of all pages is unlikely to be performed. 

Our review identified five locations where not all archival holdings have been reviewed 
for SPRAs. The locations were ; 

The Director ofNWC, two Regional Directors, and three Presidential library Directors 
were asked if all their archival holdings have been reviewed for SPRAs. Four responded 
in the negative stating that their resources were insufficient to review all archival 
holdings and to perform other high priority duties. 

The Director of NWC stated, "We cannot look into every box in the 2 million cubic feet 
in NW's custody to determine ifthere are high value items in them. Ifwe were to spend 
one hour per box, this project would take 3,000 staff years. When series likely to contain 
high value items are accessioned, they move to the front of the processing workload and 
NW staff ensures the high value items they contain are identified and properly secured." 

NL staff stated that the _ Library holds over 24,000 boxes of 
Presidential records, personal papers, _ - · papers, and other personal paper 
collections. Also, the staff noted that approximately 15 percent of the Presidential record 
collection (including the President's handwriting file) and 35 percent of the 
personal paper collections boxes had been reviewed in such a manner that would identify 
high value documents. Access to the archival stack areas is restricted. The staff did not 

4 
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OIG Audit Report #07-01 

feel it would be an efficient use of staff resources to open the remaining boxes at this 
time. They estimate that it would take the archival staff at least ten years to conduct such 
a search (assuming three FTEs were dedicated to it at any given time). According to 6 ·~ 
management, the: _ Library has given higher priority to reducing their backlog of 

Freedom ofinforrnation Act requests with an approximate volume of two million 
pages; preparing approximately eight million pages containing national security classified 
information for the Remote Access Capture project; and continuing the arrangement and 
description .of the remainin[ personal paper collections. 

The Director of Archival Operations, ~tated the National Archives at 1 bl 1 
has not opened and examined all archival holdings records boxes to identify high value d-..... 
documents and items. When a record series is identified as potentially having 
intrinsically valuable records, it requires a labor intensive and time consuming page-by-
page review of the series. 

The Director of ' stated that there probably were some b l_ 
valuable documents in the archival holdings, but the region does not have the resources to 
perform a page-by-page review. 

Recommendation 1: 

The Assistant Archivists for the Office of Regional Records Services (NR), Presidential 
Libraries (NL), and Records Services - Washington DC (NW) should review and revise 
where necessary, the current process for reviewing all archival record holdings. 

Management Comments: 

Management concurred with the finding and recommendation. 

5 
National Archives and Records Administration 



OIG Audit Report #07-01 

List of SPRAs not Maintained 

A complete list of SPRAs was not maintained by· Region. 
___ (NR . and Region , _ 

(NR . The two archival operations staffs interpreted NR guidance as only requiring h 2 
a list of SPRAs stored in their safe as opposed to a complete list of all specially protected 
records. NR memorandum NR04-040, Increased Security Storage for Records of High 
Value, requires that all records with high value be withdrawn from regular storage areas 

. and placed in a specially protected area. An NR notice entitled "NR Security Protocol" 
requires that each region maintain a secure list or notebook of photocopies that identifies 
and describes a region's records at the highest risk for theft. As a result of not 
maintaining a complete list, theft or damage to SPRAs may go undetected. 

We reviewed the lists of SPRAs stored in cages, vaults, and safes of three regional 
records centers, three Presidential librari'es, and five NW offices. Nine offices had a 
complete list of SPRAs. However, the NR o.nd NR .. list of SPRAs were not 
complete. SPRAs not stored in their safes were not on their.lists of SPRAs. 

When asked for a list of all their SPRAs, the staffs ofNR and NR provided a 
list of the items contained in the safe. When asked why the SPRAs not in the safe were 
excluded from the list the staff said they were not aware that they were required to be 
included. The staffs interpreted NR04-040 as requiring a list of SPRAs withdrawn from 
the stacks and maintained in the safe. The lack of compliance with NR04-040 
documentation requirements adversely impacts the accountability arid related security 
over SPRAs. 

When we brought this matter to the attention of the Assistant for Operations, Office of 
Regional Records Services, he agreed that the list of SPRAs should include all items 
including those not stored in the safe. 

Recommendation 2: 

The Assistant Archivist for the Office of Regional Records Services (NR) should ensure 
that regional records operations maintain a complete list of all SPRAs including those 
that are not removed from the stack shelves. 

Management Comments: 

Management concurred with the recommendation and initiated management action. 

6 
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OIG Audit Report #07-01 

Access to SPRAs was not Restricted 

Access to SPRAs was not restricted to authorized archives operational staff at three of 
eleven offices reviewed. This condition existed because management did not have 
sufficient secured protected areas to store and restrict access to these records and 
aiiifacts. NR04-040 requires SPRAs to be maintained in special stack areas, vaults, or 
safes. Thus, NARA is not in full compliance with provisions of NR04-040. 

We reviewed the storage of SPRAs in secured protected areas at three Presidential 
libraries, three regional records centers and five NWC offices. Our review found SPRAs 
at the Presidential libraries and the five NW offices wen( stored in secured safes, vaults, 
locking cabinets, and cage areas. The Presidential libraries vaults and secured storage 
rooms were monitored by cameras and alarm systems, combinations and keys were given 
to staff who worked with these records, combinations were reportedly ch;mged annually 
or when a staff turnover occurred, and sign in logs were initialed and dated when opening 
and closing vaults and safes. Five NW offices' SPRAs were stored in a secured vault 
room at Archives II. The secured vault room was monitored by camera and an alarm 
system, and a sign in log was initialed and dated when openingand closing the vault. 
The combination was given to staff who worked with the records and was changed semi
annually or when staff turnover occurred per established procedures. All work in the 
vault involved at least two staff members, one who has been given the combination. 
However, none ofthe three NR record centers' archival operations we reviewed had 
sufficient secured protected areas to store and restrict access to SPRAs. Materials at two 
archival operations were kept in open stack areas where all archival operations staff had 
access. The third archival operations kept materials in a shared vault where operation 
records staff had access . 

. Regio11 . • (NR did not have sufficient 
secured protected areas to store and restrict access to all identified SPRAs. The Director 
ofNR . elected to keep records that could not be stored in the safe in the stacks 
instead of the center's vault because the vault was shared with Records Center Operations 
(NR ) staff.· The Director believed he was in a better position to control access to the 
unsecured special records kept in the archival operations stacks. 2 The Regional 
Administrator of the '/\egion (NR ) stated there was a need for additional secured 
storage for NR records, but the center's budget did not have the necessary funds to 
purchase a safe or miniature vault that would meet its needs. As a result, the control and 
accountability that exist for SPRAs in a safe does not exist for those stored in the open 
stack areas. Thus they are more vulnerable to theft, loss, or damage from unauthorized 
handling. 

2 Examples of SPRA not kept in the safe are three . 
1. 
2. 
3. 
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· Region ~ · (NR ) did not have sufficient h ~ 
secured protected areas to store and restrict access to its records meeting the definition of · 
SPRAs. The Director of NR said that not all the center's SPRAs could be secured 
in their one locking five drawer safe. The Director of NR . 1. stated the center had no 
vault or cage area and there was no choice but to leave on the shelves those that did not 
fit in the safe. Oversize records and artifacts, like maps and drawings, were left in map 
cases. File boxes containing court documents that met the definition of SPRAs were left 
on the shelves in the archival stacks. 

::;f~~t1eet~/o!t;Jled copy ofa i ~ 
. The oversize original, notphotographeddue to preservation concerns, could not be 

stored in the safe and was kept in this map case. 

The Regional Administrator of, • Area(NR was aware that not all 
SPRAs were stored in secure areas, but had not asked the Assistant for Operations, Office 
of Regional Records Services, for additional safes. The Regional Administrator said / .

1 safes are not the answer for the current volume and size of SPRAs in the stacks. b cA., 
According to the Regional Administrator, a cage area would be the best solution to 
accommodate the volume and size of SPRAs. The Regional Administrator is working on 
a plan to separate the stack area fromthe processing area and install a cage area. 

The Region. (NR_ -~ __ ) did not have secured I 
protected areas to store and restrict access to their SPRAs. NR did not have a safe or b ~ 
secure cage and stored SPRAs in a vault shared with the Records Center Operations 
(NR ). Two NR staff members escorted the auditor to the SPRAs in the vault. 
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The vault door was open and NR staff was working in the vault. The SPRAs3 were 
in boxes stored on a cart by the vault door. NR staff entering the vault had easy 
access to these records. The Regional Administrator was aware the SPRAs were in the 
vault. She believed they were in compliance with NR40-040 to limit access because the 
staff with access to the vault had special clearances. However, this method for storing 
the SPRAs does not restrict access to staff that is authorized to handle the records. 

The findings at the three regional record services were dis.cussed with the Assistant for 
Operations, Office of Regional Records Services. He agreed that all SPRAs identified by 
NR . and NR staff should be stored in secure areas and that NR.; records 
should be removed from the vault and stored in a safe. 

Recommendation 3: 

The Asststant Archivist for the Office of Regional Records Services (NR) should take 
necessary measures to have SPRAs in secure storage space in compliance with NR04-
040. -

3 The NR SPRA totaling 603 documents are mostly signed by 
U.S. Presidents. 
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Management Comments: 

Management agreed with the recommendation. 

Required Annual Record Inspection of SPRAs was not Performed by Three NWC 
Offices 

Three of five NWC offices included in our review did not perform annual inspections of 
SPRAs stored in the secured stack room at Archives II. Staff responsible for performing 
the annual inspections had no internal written guidance to follow and had forgotten the 
annual inspections were required. Archives 1400, Chapter 8, Security Procedures, 
require offices to perform systematic annual inspections of their SPRAs. As a result of 
not performing the inspections, loss or damage to SPRAs may go undetected. 

The auditor reviewed the annual inventories and inspections reports of SPRAs at three 
Presidential libraries, three regional records centers, and five NWC offices. The 
Presidential libraries and regional records centers were performing annual inventories of 
SPRAs. However, three of five NWC offices were not performing annual inspections. 

Five NWC offices were storing SPRAs in the secured stack rnom at Archives II. Our 
review of annual inspection reports on March 31, 2005, identified the following three 
inspection reports as greater than one year old: 

• Access Programs, 
• Access Programs,. 

2003;and 

f (NW- '), January 14, 2004; 
·(NW. ) October 30, 

• Access Programs, . r (NW,, ), September 12, 2003. 
We interviewed staff responsible for performing the annual inspections for the three 
offices and asked why the annual inspections were not performed. Their responses were 
as follows: 

• NW responded they had higher priority work and were late in performing 
the inspection and getting the report out. 

• NW/ responded they cannot find a report for 2004 and they have not 
performed an inspection this year (2005). stated, "In the past we 
always got annual reminders, usually in September, but haven't recently." 

• NW ' responded they have no record of an inventory being performed in 
2004. The person that had prepared the prior inspection report in 2003 had retired 
and that may explain why the annual inspection was not performed: 

The staff for the three offices stated they were unfamiliar with Archives 1400, Chapter 8 
requirement for annual inspections SPRAs. The Director ofNWC was informed that 
three offices had not performed annual inspections and agreed that they should have 
been performed. 
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Recommendation 4: 

The Assistant Archivist for Records Services - Washington DC (NW) should (a) issue 
guidance for performing annual inspections of SPRAs, and (b) assign responsibility for 
ensuring that the inspection is performed. 

Management Comments: 

Management concurred with the recommendation. 

Two Person Inventory Rule not Adhered to at NL /.;l 

The _ Library (NL ) annual inventory of SPRAs was not 
completely performed by a two-member team. Staffwas not following established b 'l._ 
internal control procedures of Presidential Libraries Manual, Libraries 140L 
Presidential Libraries Manual, Libraries 1401, requires inventories of items vulnerable to 
theft to be performed by at least one staffmember other than the person preparing the 
inventory. NL is in noncompliance with Presidential Librnries :Manual, Libraries 
1401. 

. The auditor reviewed the procedures for performing annual inventorie.s and inspections of 
SPRAs at three Presidential libraries, three regional records centers, and fiveNWC 
offices. Our reviews found that two Presidential libraries, three Regional Records ; l 
Centers, and five NWCoffices were performing annual inventories and inspections using b cl--..· 
two member teams. However NL .'s anriual inventory was not entirely performed by 
two staff members. 

NL · staff was asked if the annual inventory of SPRAs was performed by two staff . /:; ~ 
members. The assistant to the library director and museum registrarreplied that 
approximately 70 percent was performed by-two staffmembers and 30 percent was 
performed by one staff member. The assistant to the library director stated that one 
person was pulled off the team to work on other projects. As a result Libraries 1401 
internal control procedures were not followed and the accuracy of the entire inventory 
was not verified by two staff members. 

Recommendation 5: · 

The Assistant ArchivistforPresidential Libraries (NL) should ensure the annual 
inventories are performed by two staff members. 

Management Comments: 

Management concurred with the recommendation and initiated corrective action. 
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NARA All archival Complete 
OFFICE holdings not list of high 

reviewed for value 
high value items not 

records maintained 
1. NW X 
2. NW X 
3. NW X 
4. NW X 
5. NW X 
6. NR· X X 
7. NR. X X 

-·--·-·· 

8. NR X 
9. NL: X 
10. NU 
11. NL 

1. NW- - Access Programs, 
2. NW- - Access Programs_ 

Maryland 
3. NW Access Program. 

Maryland 
4. NVv Access Programs 

Maryland 

Access to 
high value 
records not 
restricted 

X 
X 
X 

OIG Audit Report #07-01 
Attachment A 

Annual Inventory 
inspections not 

not performed 
performed by a team of 

two 
X 
X 
X 

X 

. id College Park, Maryland 
· at College Park 

r at College Park, 

· - at College Park, 

5. NW., - , Washington, DC, 
6. NR Region' 
7. NR. Region 
8. NRJ 
9. NL /'residential Library 
10. NU 
11. NL' · Presidential Library 
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National Archives and Records Administration. 
8601 Adelphi Road 

College Park, Marr/and 20740-600 J 

Date: 

To: 

From: 

Subject: 

October 6, 2006 

OIG 

NA, NL, NR, NW, and NPOL 

Comments on OIG Draft Report 06-08, Controls Over Specially Protected Records 

Thank you for the opportunity to review and comment on the recommendations in the above 
named draft report. The comments that follow are contributed by NL, NR, NW, and NPOL 
staff. Each office has concurred on the content of these responses. NA staff had no specific 
comments on the recommendations. 

Finding 1 Not all Archival records have been reviewed for SPRAs. 
Recommendation 1 
The Assistant Archivists for NR, NL, and NW should review and revise, where necessary, the 
cun-ent procedures for reviewing all archival record holdings. 

Concur. During the course of this audit, we issued NARA Directive #1572, Security for 
NARA Holdings that cancels Archives 1400, Chapter 8, part 4, Security Procedures. We 
believe that this new directive addresses the concerns raised in this audit. 

Finding 2 List of SPRAs not maintained 
Recommendation 2 
The Assistant Archivist for NR should ensure that regional records operations maintain a 
complete listing of all SPRAs including those that are not removed from the stack shelves. 

Concur. The Assistant Archivist for NR concurs with this recommendation with the 
understanding that a complete list must include all identified SPRAs are stored in cages, 
vaults, safes, and other areas within regional archives. 

Finding 3 Access to SPRAs was not restricted 
Recommendation 3 
The Assistant Archivist for NR should take necessary measures to have SPRAs in secure 
storage space in compliance with NR04-040. 

Concur. NR04-040, Increase Security Storage for Records of High Value, requires SPRAs to 
be maintained in special stack areas, vaults, or safes. The Assistant Archivist for NR concurs 
with this recommendation, but notes that use of a classified security vault ( as done at 
NRABA) is acceptable practice and will be continued. NR will review the precautions in 
place in the classified vaults to ensure that these are sufficient. 

Finding 4 Annual inspection procedures for large record series were inadequate 



Finding 4 Required annual record inspections of SPRAs were not performed by three NW b~ 
offices 
Recommendation 4 
The Assistant Archivist for NW should (a) issue guidance for performing annual inspections 
of SPRAs, and (b) assign responsibility for ensuring that the inspection is perfom1ed. 

Concur. The Assistant Archivist for NW concurs with the intent of this recommendation, but 
notes that NW has had written guidance to ensure performance of annual SPRA inspections in 
place for several years. NW will consider other mechanisms to ensure that this guidance is 
enforced. 

Finding 5 Two person inventory mle not adhered to at NL b ~ 
Recommendation 5 
The Assistant Archivist for NL should ensure the annual inventories are performed by two 
staff members. 

Concur. The Assistant Archivist for NL concurs with the recommendation and notes that NL 
identified this need during a program audit at NI: , this fiscal year. Corrective action is b ~ 
underway and will be reported to NL. 

•. //) 

" ~~~~-~-~ :;;::J~U'lteu tvu~ 
Susan M. Ashtianie 
Director 
Policy and Planning Staff 

cc: Allen Weinstein, N 
Lew Bellardo, ND 
Adrienne Thomas, NA 
Sharon Fawcett, NL 
Tom Mills, NR 
Michael Kurtz, NW 
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