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Federal Communications Commaission
Washington, D.C. 20554

May 5, 2023

VIA ELECTRONIC MAIL

Re: FOIA Control No. 2023-000437

This letter responds to your Freedom of Information Act (FOIA) request for “FCC Standard
Operating Procedure (SOP) for Incident Response.”! Your request has been assigned FOIA Control
No. 2023-000437.

Pursuant to section 0.461(g)(1)(ii1) of the Commission’s rules, the date for responding to your
request has been extended from April 19, 2023, to May 3, 2023, due to a need to search records from
multiple offices of the Commission. In the courses of our search, we determined that it was
necessary to request clarification of the term “incident response.” We notified you of the request on
April 18, 2023 and tolled the deadline for responding to your request pursuant to section
0.462(e)(2)(1)(A) of the Commission’s rules.? In response to our request for clarification, you stated,
“T agree to limit the search to those documents have already been located and retrieved. 1 do not
request any further search.”?

The Public Safety and Homeland Security Bureau, Operations and Emergency Management Division
searched for responsive records. We located 11 pages of records responsive to your request. Some
material on the pages produced has been redacted due to the reasons discussed below.

Records responsive to your request were redacted under FOIA Exemption 6.* Exemption 6 protects
“personnel and medical files and similar files the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy.” Consistent with this standard, and balancing the public’s
right to disclosure against the individual’s right to privacy, we have determined that it is reasonably
foreseeable that disclosure of their personal information, including names, phone numbers, and email
addresses, would harm the privacy interests of the persons mentioned in these records, which

1 FOIA Control No. 2023-000437 (submitted Mar. 22, 2023).

2 Email from John Adams, Attorney Advisor, Federal Communications Commission, to Michael Ravnitzky (Apr.
18, 2023, 17:10 EDT).

3 Email from Michael Ravnitzky to John Adams, Attorney Advisor, Federal Communications Commission (Apr. 18,
2023, 18:19 EDT).

45U.8.C. § 552(b)(6).



Exemption 6 is intended to protect. Additionally, the FCC employees named in the documents are
involved in sensitive operational matters and thus may be more likely to face possible harassment if
their personal information were to be disclosed under the FOIA.

Records responsive to your request were also redacted under Exemption 7(E), which protects
“records or information compiled for law enforcement purposes [the production of which] would
disclose techniques and procedures for law enforcement investigations or prosecutions, or would
disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk a circumvention of the law.”> The redacted information consists of
operational tactics, procedures, and infrastructure. We have determined that it is reasonably
foreseeable that disclosure of this information would harm the Commission or the Federal
government’s law enforcement and incident management activities, which Exemption 7 is intended
to protect.

The FOIA requires that “any reasonably segregable portion of a record” must be released after
appropriate application of the Act’s exemptions.® The statutory standard requires the release of any
portion of a record that is nonexempt and that is “reasonably segregable” from the exempt portion.
However, when nonexempt information is “inextricably intertwined” with exempt information,
reasonable segregation is not possible.” The redactions made are consistent with our responsibility to
determine if any segregable portions can be released. To the extent non-exempt material is not
released, it is inextricably intertwined with exempt material.

We also reviewed the redacted records to determine if discretionary release is appropriate.® The
materials that are protected from disclosure under Exemption 6 are not appropriate for discretionary
release in light of the personal privacy interests involved. The materials that are protected from
disclosure under Exemption 7 are not appropriate for discretionary release in light of the law
enforcement and operational sensitivities involved.

We are required by both the FOIA and the Commission’s own rules to charge requesters certain fees
associated with the costs of searching for, reviewing, and duplicating the sought after information.®
To calculate the appropriate fee, requesters are classified as: (1) commercial use requesters; (2)
educational requesters, non-commercial scientific organizations, or representatives of the news
media; or (3) all other requesters. ™

35U.8.C. §552(b)(7)(E).
65U.S.C. § 552(b) (sentence immediately following exemptions).
" Mead Data Cent. Inc. v. Dep 't of the Air Force, 566 F.2d 242, 260 (D.C. Cir. 1977).

8 See President’s Memorandum for the Heads of Executive Departments and Agencies, Freedom of Information Act,
74 Fed. Reg. 4683 (2009).

9 See 5U.S.C. § 552(a)(4)(A); 47 CFR § 0.470.
1047 CFR § 0.470.






cc: FCC FOIA Office

Sincerely,

Ily signed by JUSTIN CAIN

J U STI N CA |2023.05.05 17:11:23

Justin N. Cain

Chief, Operations and Emergency Management
Division

Public Safety and Homeland Security Bureau












STANDARD OPERATING PROCEDURES (SOP) NR: 19

EMERGENCY INFORMATION DISSEMINATION
PROCEDURES

Date Created: 3/21/2008

Revised by: (b) (6) -7/6/2020 Annual review due: 05/2023

Purpose: To establish procedures for Watch Officers to disseminate emergency information
related to significant or catastrophic events

1. Responsibilities: The FCC Operations Center (FCCOC) has the responsibility to
disseminate information related to significant or catastrophic events. This includes media reports,
phone calls, NORS, or other sources. PSHSB Management has responsibility to act in response
to significant or catastrophic events and will activate an Incident Management Team deemed
appropriate by the FCC/PSHSB management based on the information provided.

2. Timing of Reports: In reporting such incidents to FCC management, time is of the
essence. When emergency incident information is received, assessments of its validity and
significance should be made as soon as possible. Briefly check for other reports/sources or call a
relevant source for possible confirmation; i.e. the NCC. If it is determined that a report should be
given to FCC management, it should be done immediately. Even if the incoming information is
unconfirmed from a media source or a single source, it is preferable to pass it to management
rather than have an extended delay of reporting waiting for more complete verification. If there are
questions regarding whether notification should be made to FCC management, immediately
contact the next level(s) up in the chain of command to determine the appropriate action.

NOTE: Ensure email template SOURCE OF INFORMATION is marked (Confirmed/Unconfirmed)
(Single/Multiple) )

3. Method of Notification: During normal business hours, email is the preferred method of
notification. During other than normal business hours, telephone calls are the preferred method of
notification. If an incident is judged to be significant, then telephone notification will be made in
addition to email.

4, Acknowledgement of Receipt of Emergency Notifications: It is important to ensure
that emergency notifications by the FCCOC are received by FCC management. To that end, the
FCCOC emergency emails should include the phrase “please acknowledge receipt of email with
reply”. Telephone messages left with third parties or on answering machines should request
return calls to acknowledge receipt. When email notifications are made, the FCCOC should
review the reply acknowledgements and determine, in consultation with FCCOC Director, whether
the emergency notification must be followed to ensure key FCC managers are aware of the
situation.

5. Follow-up: After sending the initial report, the FCCOC will continue to monitor sources
and provide email updates to FCC management as significant updates occur.
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6. Tracking: The FCCOC will log any updates to the situation and inquiries/responses from
FCC management in the Daily Activities Log.

7. Major Significant Events: If one of the following events or any event of similar
significance occurs, the FCCOC will report the event to FCC management specified in
Distribution List A:

A significant adverse event that occurs%of the FCC HQ or field office
An emergency incident and/or evacuation at the White House
A significant attack on any federal facility

A terrorist attack in the U.S.
A catastrophic event in a major U.S. city or impacting U.S. interests

PQo0TQ

NOTE: This alert should be used with caution. Ensure you have the correct facts and that
you are thorough in event description.

8. Threats to Federal Personnel and Facilities: If one of the following events or any
event of similar significance occurs, the FCCOC will report the event via email to FCC
management specified in Distribution List B:

a. areport of a suspicious package/activity or threat against a Federal Building in the National

Capital Area (NCR) or field office
i. Ifthreat is to FCC headquarters notify Security Command CenterF
ii. Ifthreatis to FCC personnel, notify FCC SSO (Special Security Officer

b. an emergency incident and/or an evacuation at a Federal Building in the NCR (except as
noted in 7c above)

c. areport of an occurrence that may adversely affect FCC personnel arriving or departing
FCC HQ during a workday (e.g., closure of major highway or public transportation portal,
major demonstration, impending blizzard or other violent storms)

d. Major virus or pandemic outbreaks

9. Minor Significant Events: If one of the following events or any event of similar
significance occurs, the FCCOC will report the event via email to FCC management specified in
Distribution List C:

a. any confirmed event that may adversely affect communications networks such as media
reported regional or multi-state outages, multiple NORS alerts that collectively could be of
concern, NORS Dashboard showing clusters or large outages, false EAS and/or WEA alerts
or system failures; statewide power outages over 50k customers, Public Safety Power
Shutoffs, or impacts to other public safety systems.

b. Provide cause of outages if known such as weather, fiber cut, planned maintenance, etc.

i. Call the NCC to see if they have any information, check NORS, call the NORS
team if you require assistance. Bottom line- be vigilant, proactive, and do not
ignore potential impacts to communications.

10. Prepared Email Distribution Lists: The FCCOC Director or the Senior Watch Officer
will direct the preparation of email groups for Distribution Lists A, B and C to verify these email
groups remain up to date and readily available for Watch Officer use as needed.

11. Initial format for all reporting: Use appropriate Outlook email template to draft and send
evort. [N

12.  Following receipt of an Initial Incident Report, FCC and PSHSB management will determine
whether to activate an Incident Management Team and the appropriate level of team management.
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STANDARD OPERATING PROCEDURES (SOP) NR: 34
SIGNIFICANT EVENT OPERATIONS

Originated: 09/04/08

Revised by: (D) (6) -9/12/2022 Annual review due: 09/2023
Purpose: To establish procedures for operations during significant events

Introduction: A significant event is defined as any event; man-made or resulting from natural disaster; that may
produce communications outages or result in a Federal Government response. The FCC Operations Center
(FCCOC) is the initial point of contact for all events and the on-duty Senior Watch Officer is responsible for proper
reporting. This SOP will mainly be used while the Incident Management Team (IMT) is activated but could be used
as a guide for lesser significant events.

Types of Reports

1. Initial Reporting (See SOP 19)

Upon the first indication of a significant event review SOP 19 to determine the appropriate level of
distribution and FCCOC K Drive email template to use. Send out a preliminary email within 30 minutes
of discovery of event.

2. Detailed Report

A detailed report, SITREP, will be created using Gathering Information below. If approved by OEM
Leadership, this report should go out as soon as all the data is collected, and report completed. Times
will vary due to details however the report should go out as soon as possible.

NCS Conference Bridges
Upon notification of an NCC conference bridge for an event that could have communications outages
the watch officer must review their sources and reach out to possible effected public safety entities. A
brief report of findings and what was accomplished must be provided to the FCC/DHS Liaison via email
prior to the NCS conference bridge.

Information Gathering
1. Use open media sources to obtain basic information (who, what, when, where, etc.), depending on
the event, i.e. weather, earthquake, etc. Some examples are:
a. www.nws.noaa.gov
b. http://earthquake.usgs.gov/eqcenter/ (the FCCOC receives email alerts)
c. https://hsin.dhs.gov

2. Federal, State, Local Agency Reports
3. Review NORS
4. Gather data for possible ESRI geo-locating of communications assets:
a. PSAPs
b. State Emergency Operations Centers
c. Broadcasters (AM, FM, TV, foreign, and designate EAS)
d. Comms/internet switches
e. Cell towers
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5. Create SharePoint Planner task to appropriate B/O
a. RFA/RFI’s to outside agencies will have planner task added to FCCOC.
6. Add information to daily Brief and event SITREP

Distribution
After ensuring information is accurate, current, and in the proper format:

1. During IMT activations, ensure FCC email distro group “IMT” is up to date; if updates are
required, send list to email distro “Service-Center”

2. Copy/paste SITREP to email body and attach the SharePoint document

3. 1 hour prior to distribution, email to OEMD Chiefs for approval/comments. Note- this only
applies to SITREPS released between 0700-1800. SITREPS released between 1800-0700
will be released without review/comment

4. Once approved for release, email to the following (expect additions/deletions depending on

event):

PSHSB Bureau Chiefs PSHSB/ABC

PSHSB Division Chiefs PSHSB Public Affairs Officer

PSHSB Chief of Staff FCCOC and HFDF Directors
PSHSB/DHS Liaison Affected EB offices

PSHSB/NORS Team Designated FCC field personnel (roll call, outreach, etc.)
When directed:

|nC|!ent Hanagement Team

Updates

After initial reporting, updates will be sent only if there are significant changes to the report or daily
SITREP requirements are established, in which case it will mirror the first SITREP. Noteworthy changes
include:

e Reported telecommunications outages

e PSAP status
o STA/RFA/RFI requests and status
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(Appendix A- SITREP)
FCC Hurricane Dorian Report 9/22/21 (initial)

Future updates in blue; underlined blue are hyperlinks to expanded information

Hurricane Dorian located 150 miles S of Charleston, NC moving NNW at 8 mph with winds of 110 mph
- Storm forecast

- Warnings & watches:

FCC Summary:
- IMT activated: _____; Deactivated
o Daily meetings:
= (0800- OEMD operations sync in Teams
= 1230- FEMA Senior Leaders VTC/call 1230
= 1400- NCC Government/Industry call
= 1500- FEMA Reg VI call
= 1500- FCCIMT in Teams
- FCCHurricane Web Page
o Public Notices issued: (0) new; (0) total
o Orders/waivers granted: (0) new; (0) total
- Emergency STA Tracker
o (0) new; (0) total
- Request for Assistance (RFA)/Request for Information (RFl)
o (0) new; (0) total
- IMT SharePoint
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- WTB Coverage Map and HiFLD Data
- Deployed personnel: (0)
o 2under FEMA....

DIRS: Activated 9/15 for 3 counties in LA
- Wireline:
o 3 switching...
o 3 on backup power
Wireless:

o 3 cell sites out of service
o 3 on backup power
- PSAPS:
o None out of service
- Broadcasters
o None out of service

Over-the-Air monitoring
- HFDFC:
o AM radio scans of GA/SC/NC coastal areas
= 6 of 11 stations observed broadcasting as of 9/5 0849 EDT
- Roll Call/NSREN
o Baseline surveys completed in LA, MS, and AL
o Team conducting surveys on New Orleans

Bureau/Office Coordination
- CGB
- EB
- IB
- MB
- OET
- WCB
- WTB

Industry Updates:
- AT&T web page
- T-Mobile web page
- Verizon web page
- Comcast web page

Coordination/Outreach:

FEMA Reg VI:

NSC:
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